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TOM TAT

Coéng nghé blockchain khéng phai la mét phat minh méi la ma la su két hop gitra
cac ly thuyét va cong nghé da ton tai qua nhiéu ndm: ly thuyét mat ma, mang
ngang hang va cac thuat todn dong thuan trong ly thuyét tro choi. Vai nam gan
day, cong nghé blockchain 3.0 da vwot khoi bién gidi ctua linh vuc tai chinh — tién
té va tham nhap da dang vao cac cac linh vie khac nhau cua doi song xa hoi. Bai
bao nay khong trinh bay mot cach chi tiét vé mot ting dung nao d6 trong thuc t&
cua blockchain ma dua ra mot cach nhin vé nguén goc cuia cdng nghé blockchain
theo khia canh toan hoc va cac thuat toan dong thuén dé€ hiéu hon vé ban chat ctia
blockchain.

Tw khoéa: blockchain, thudt toan dong thuan, ly thuyét mat ma, so cdi ké toan.

1. MO PAU

Blockchain 1a mot cong nghé cho phép truyén tai d& liéu mét cach an toan dua vao hé
thdng ma hoa vo cung phtec tap, twong tw nhuw cudn so cai ké toan ctia mot cong ty, noi ma moi
hoat dong lién quan dén tién bac cua cong ty duoc gidm sat modt cach chit ché. Blockchain
duoc st dung trong viéc luu trit thong tin trong cac khoi duoc lién két véi nhau va
duoc mé rong theo thoi gian. Mbi khéi chiza thong tin vé dit liéu giao dich, thoi gian
khoi tao va thong tin vé khai lién két trude nd. Do cac khéi thong tin dwoc quan ly boi
tat ca moi nguoi tham gia hé thong nén blockchain dugc tao ra dé€ chdng lai sy thay doi
dir liéu trong hé thong, khong thé 1am gia, khong thé pha huy s lién két gitra cac khoi
théng tin. Khi dwoc nhap vao trong chudi khéi blockchain thi thong tin sé khong thé
thay d6i boi mot cd nhan nao dé va chi duoc bo sung thém thong tin khi ¢ sy chap
thuan cta tat ca moi nguoi trong hé thong [7]. Diéu nay cé nghia la néu mot phan cua
hé thong blockchain bi sup d6 thi nhitng may tinh va ntt khéc sé ti€p tuc hoat dong dé
bao vé thong tin.
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Cac loai cong nghé duoc st dung trong blockchain la:

Ly thuyét mdt ma: St dung public key trong chir ky s6 va gia tri bam (hash
function) d€ dam bao tinh minh bach, toan ven va riéng tu.

Mang ngang hang: Mot hé thong mang ma mdi mot nut trong mang c6 vai tro
nhu nhau, te quan ly tai nguyén ctia minh. Mot nat dwegc xem nhw mot client va cting
la server d€ luu trix ban sao di liéu [1].

Ly thuyét tro choi: Tat ca cac nut tham gia vao hé thong déu phai tuan thu luat
choi dong thuan (PoW, PoS) va duoc thuc day boi dong luc xac dinh trude [7].

Cong nghé blockchain déng vai tro gidng nhuw mot cudn sd cai ghi lai tat ca cac
giao dich xay ra trong hé théng va c6 cac ddc diém chinh c6 thé ké dén nhu:

Khong thé'lam gid: Cac chudi blockchain gan nhw khong thé bi pha huy. Theo ly
thuyét thi chi c6 mdy tinh legng tr méi ¢ thé can thiép vao va giai ma chudi
blockchain va né chi bj pha htly hoan toan khi Internet trén toan cau bién mat [6].

Tinh bit bién: D liéu trong blockchain gan nhu khong thé stra doi dwoc (chi ¢
thé stra d6i duoc boi chinh nguoi da tao ra nd, nhung phai duoc sy ddng thuan cua cac
nut trén mang) va cac dit liéu doé sé luu gitt mai mai.

Bdo mat dir ligu: Cac thong tin, di liéu trong cac blockchain duoc phan tan va do
an toan cao, chi c6 ngroi nam gitr private key méi c6 quyén truy xuat dit liéu d6 [2].

Tinh minh bach: C6 thé theo doi duoc duong di cuia dit liéu trong blockchain ttr
dia chi nay t6i dia chi khac va co thé thong keé toan bd lich st trén dia chi do.

Hop dong thong minh: Blockchain khong can bén thit ba tham gia vao hé thong,
va né bao dam rang tat ca cdc bén tham gia déu biét dwoc chi tiét hop dong va céc diéu
khoan sé duoc ty dong thuc hién mot khi cac diéu kién duoc bao dam [6].

2. PHUONG PHAP NGHIEN CUU

Trén co sd nén tang toan hoc ctia cac khdi kién thic nhu ly thuyét mat ma,
mang ngang hang va ly thuyét tro choi, phuong phap nghién cttu duoc st dung trong
bai bdo 1a khai thac cadc nguon tai liéu khac nhau vé nén tang ly thuyét va thuat toan
duoc st dung trong cong nghé blockchain nham lam ré ban chat va cdu tric chi tiét
ctia cong nghé blockchain.

3. NEN TANG TOAN HOC CUA BLOCKCHAIN

Ly thuyét mat ma la khoa hoc nghién cttu vé cach viét bi mat, trong d6 ban rd
dugc bién ddi thanh ban ma, qua trinh bién doi d6 duoc goi la sy ma hoéa. Qua trinh
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nguoc lai bién doi ban ma thanh ban rd dwoc goi la su giai ma. Cong nghé blockchain
duoc phat trién dua trén hai nén tang c¢6 ngudn goc tir ly thuyét mat ma, d6 la ham
bam va chit ky so.

3.1 Ham bam

Ham bam la ham toan hoc dung dé€ chuyén d6i mot van ban c6 do dai bat ki
thanh mot chudi bit c6 ¢ dai cd dinh. Bat ky nd lyc gian 1an nao dé thay ddi phan nao
cta blockchain sé bi phat hién vi gia tri bAm mdi sé khong pht hop véi thong tin ci
trén blockchain. B?mg cach nay, nganh khoa hoc mat ma (can thiét cho viéc ma héa
thong tin va mua sdm truc tuyén, ngan hang) da trd thanh mot cong cu hiéu qua dé
giao dich mo.

3.1.1 Khai niém ham bam

Ham bam duoc dinh nghia bang cong thitc: h = H(M), véi M 1a van ban can
bam, H la ham bam va h la gia tri bAm. Ham bam H khong c6 chitc nang ma hoa vi khi
giai ma khong vé dugc van ban ban dau. Gia tri bam h 1a mét xau bit con dwgc goi la
“dai dién thong diép”. Ham bam H 1a ham mot chiéu, theo nghia gia tri cia ham bam
la duy nhat, va tir gia tri bam nay “kho” c6 thé suy nguoc lai duwoc ndi dung hay do dai
ban dau caa di liéu goc.

Cac ham bam dong MD: MD2, MD4, MD5 duoc Rivest dwa ra c6 két qua dau ra
voi do dai la 128 bit. Ham bam MD4 dwa ra vao nam 1990. Mot nam sau, phién ban

manh MD5 ciing duwoc dua ra. Nam 1993, ham bam SHA phtic tap hon nhiéu, két qua
dau ra c6 d6 dai 160 bit, cling duoc xay dung dua trén cac phuong phép twong tu.

3.1.2 Déc tinh cia ham bam
Ham bam h 1a ham mot chiéu vdi cac dic tinh sau:

- Véi van ban dau vao M thi ching ta chi thu duwoc gia tri bam duy nhat h=H(M).

- Néu dit liéu trong van Vin ban di bim
ban M bi thay doi hay | VanbanM can bam H=H(M)
bi x6a d& thanh ban | (¢0dodaitiyy)
tin M, thi gia tri bam
H(M’) # H(M) cho du
chi la mot sy thay d6i nho. Vi du chi can thay d6i 1 bit di liéu cua van ban gdc M,

—> |Thuit toan bam H|—>

(c6 dd dai c& dinh)

Hinh 1. So d6 mo ta thuat toan bam

thi gid tri bam H(M) cua né ciing thay doi theo. Diéu nay cd nghia la hai thong diép
khac nhau, thi gia tri bam ctia chung s€ khac nhau.

- Noi dung cta ban tin gdc “khd” ¢ thé suy ra tir gia tri ham bam cta né. Nghia la:
Véi thong diép M thi “dé&” xac dinh dwoc h=H(M), nhung lai “khé” xac dinh nguoc
lai dwoc M néu chi biét gia tri bam h=H(M) (k& ca khi biét ham bam H).
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3.2 Chir ky s6

3.2.1 Giéi thiéu vé chir ki s6

Chit ky néi chung la bang chiing thé hién nguoi ky c6 cht dinh khi ky vao mot
vén ban, 1am cho ngudi nhan van ban biét rang ai 1a nguoi da ky van ban d6. Vé mat
nguyén tac chit ky khong thé stt dung lai duoc, khong thé sao chép sang van ban khac,
van ban da ky khong thé thay doi, khong thé gia mao va ciing khong thé chéi bo khi da
ky. Chit ky c6 nhiéu wu diém nhu dé kiém tra, khong sao chép duoc, chit ky ctia mot
nguoi la gidng nhau trén nhiéu tai liéu, nhung chi ¢ gia tri trén mot tai liéu cu thé.

Chit ky s8 cfing ¢ cac tinh chat ctia chit ky, duoc tao ra bang cach bién ddi dir
liéu st dung hé ma héa khoa cong khai, nguoi c6 dir liéu ban dau va khéa cong khai
ctia nguoi ky thi c6 thé xac thuc duoc chit ky s6 vira ky. Theo d6, moi ngudi dung sé
s0 httu mét cdp khda gom khéa bi mat va khoa cong khai. Khoa bi mat dwoc luu trir bi
mat va sit dung dé€ ky két cac giao dich. Céc giao dich da ky dung chit ky s6 duwoc phat
di trén toan bd mang. Ban chat ctia chit ky s& la mot chudi s6 gan két voi mot van ban
véi mot (hodc nhiéu) thye thé ngudn nao d6. Néu véan ban thay doi thi ch ky s6 phai
thay d6i theo, do d6 chit ky sd dam bao tinh toan ven cuia van ban duwoc ky. Chit ky s6
khong thé stt dung lai va cting khong lam gia dwgc. Chir ky s6 dam bao tinh xac thuc
vi chi ¢6 nguoi ky moéi xac thue dugce chit ky. Chit ky s6 cling xac thwe dam bao tinh
khong thé chdi bo cta chit ky. Nguoi ky khong thé chdi bo rang khong ky vao tai ligu.
Chit ky s6 lién quan dén hai giai doan: Giai doan tao chir ky s6 va giai doan xac minh.
3.2.2 Céau tao cua chir ky s6

So d6 chit ky s6 la mot bd nam thanh phan gom (P, A, K, S, V), Trong doé:

- P latap hop hiru han cac van ban.

- Ala tap hop httu han cac chx ky c6 thé duoc st dung.

- Khong gian khoa K 1a tdp hop hitu han cac khéa c6 thé sit dung. Trong d6 khong
gian khoa K' d€ tao nén chir ky, khong gian khoa K" kiém tra ch@ ky. Thuat toan
tao nén khoa: K - K’ x K" (K': khong gian khoa bi mat, K”: khong gian khoa cong
khai)

- Slatap cac thuat todn tao chit ky siggs € S, sigg/:P - A

-V la tap cac thuéat toan kiém tra chit ky vergr €V, verg: P x A - {dlng, sai}, thoa
man diéu kién sau day d6i véi bat ky ban tin x € P va chit ky y € A.

bing, néuy = sigy(x)

Vx € P,Vy € A: vergr(x,y) = { Sai,néuy # sigg(x)

Boi vi van ban can ky thuong c6 chiéu dai kha dai. Mot bién phap dé ky la chia
van ban ra cdc doan nhé va sau do6 ky lén timng doan va ghép lai.
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3.2.3 Céc giai doan tao va kiém tra chi ky s

a. Giai doan tao chir ky sd [ Vién ban duoc ky ]
. R ) Van ban ,I\
Dung thuat toan bam cho van ban
can truyén di, két qua dugc mot ban téom > [ Vin ban va chit ky]

luoc, st dung khda bi mét ctia diém guii dé ~

ma hda ban tom luwoc. Ban tom lwge dam @
bao 2 tinh chat sau: \l/ \l/

(1~) T,mhAdu},l nha,t: moi ban lfhac n\hau tvhl 9
sé ¢ mot bit khac nhau, khong trung lap

va c6 d6 dai khong doi; Hinh 2. Giai doan tao chit ky s6

(2) Tinh mot chiéu: Tk ban tom luoc nay

khong suy nguwoc lai duge ndi dung van ban. Ban tém lwoc nay dwoc ma hoa béng
khoa bi mat ctia diém gui va dugc két hop véi van ban, roi gii dén diém nhéan va ban
tom lwge dwoc ma hda nay chinh la chit ky s6.

b. Giai doan xac minh chi ky s&

biém nhén sau khi nhan van ban duoc ky sd, qua trinh tién hanh kiém tra duoc
thiec hién nhw sau:

Buwdc 1: Tién hanh tach van ban va chi ky so.

Budc 2: Ldy doan van ban, dwa qua ham bam thu duoc két qua bam la ban tom

Iwoc.
[ Vin ban duoc ky ]
Budc 3: Giai ma 4
chit ky sd (ban tom luoc
duoc ma hda bang khoa @

Van ban

i

bi mat), st dung khoa Chix ky

cong khai cua diém gui dé

gidi ma nhan dwoc ban

b

[ Khéa cong khai ] Ham bam
tom luoc.
Sai bung
Budc 4: Tién hanh
oo ‘ \ \ \
so sanh ban tém lwoc vira
e , Khong dung Ban tom lugc Ban tém luoc
gidi ma véi ban tom luoc

nhan duoc trong budc 2,
néu 2 ban nay giong nhau

\%Sng
va khoa cong khai chac

Ché,n la do diém gfl’l gﬁ’l [Vﬁnbén thay dé’i] [ Van ban dung ]
thi két luan: (1) van ban

nhan dwoc la chinh xac;

Hinh 3. Giai dogn kiém tra chit ky s6’
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(2) van ban nhéan dwoc 1a do chinh diém gui ghii di vi chi duy nhat diém nhan dwgc xac
thuc mdi ¢6 khda bi mat phu hgp véi khda cong khai da sit dung d€ giai ma. Truong
hop 2 ban tom lwgc khac nhau thi két luén van ban bi stra doi.

Chtt ky s6 duoc tao ra bang su bién doi mot van ban sit dung hé ma hoa khoa
cong khai, theo d6 diém nhan c6 van ban ban dau va khoa cong khai cta diém gui cd
thé xac dinh duoc.

3.2.4 Vai tro ctia chit ky s0 trong blockchain

Hién nay dong tién dién tr nay c6 thé dugc str dung dé€ trao doi cac san phdm
va dich vy, giébng nhu dong do6 la My (USD), Euro (EUR), dong nhan dan té Trung
Qudc (CNY) va cac loai tién té cua cac qudc gia khdc. Do vay ching ta sé tam 1dy dong
tién nay lam dai dién d€ ndi vé nguyén ly hoat ddng va vai tro ctia chix ky sd trong
cong nghé blockchain.

Ciing gidng nhu d6 la My ban than né khong mang gia tri, né chi ¢ gia tri boi
vi ¢ mot cong dong dong y stv dung nd lam don vi giao dich hang héa va dich vu. D&
theo ddi s& luong bitcoin ma moéi ngudi sé hitu trong céac tai khoan nhat dinh va theo
ddi cac giao dich phat sinh tir d6 thi ching ta can dén mot cudn sd k€ toan, trong
treong hop nay né chinh la blockchain va day thuc té la moét tép ky thuat so theo doi
tat ca cac giao dich bitcoin. Tép s6 cai nay khong duoc luu trit trong moét may cha
trung tam, nhu trong mot ngan hang hodc trong mot trung tam dit liéu ma nguoc lai
n6 dwgc phan phdi trén toan thé gidi thong qua mot mang lwdi cac mdy tinh ngang
hang véi vai tro luu trix dit liéu va thuece thi cdc tinh todn. Mdi may tinh nay dai dién
cho mét “nut” ctia mang lwdi blockchain va mdi ntt déu c6 mot ban sao ctia tép so cai
nay.

Néu A mudn guii bitcoin cho B 5 bitcoin thi A sé phat mot thong bao téi mang
ludi va cho biét s6 lwong bitcoin trong tai khoan ctia minh sé€ giam 5 va sd luong
bitcoin trong tai khoan ctia B sé tang 1én twong tmg. Mbi nut trong mang sau d6 sé
nhan dugc thong bao nay va anh xa giao dich duwoc yéu cau vao ban sao so cai k€ toan
cua ho, va theo d6 s6 du tai khoan cua ca hai bén déu dugc cap nhat.

D€ c6 thé thuc hién cac giao dich trén blockchain, ban can mét vi tién dién t,
thuc chat day 1a mot phan mém sé cho phép luu trit va trao d6i cac dong bitcoin ctia
ban. Vi chi c6 ban méi ¢6 thé chi tiéu cac dong bitcoin cua minh do vay mdi chiéc vi
tién dién t nay duogc bao vé bf“mg mot phrong phap ma hda dac biét st dung mot cap
khoéa bao mat duy nhat: khoa riéng tw (private key) va khoa cong khai (public key).

Néu mot thong diép duwoc ma héa bang mot khoa cong khai cu thé thi chi chu
s0 hitu ctia khoa riéng tw la mot cap voi khda cong khai nay méi c6 thé giai ma va doc
ndi dung thong diép. Khi A mudn gui bitcoin, anh ta can phat mét thong diép duwoc ma
héa bang khda riéng ctia vi dién tir ciia minh, vi thé anh ta chi cé thé dung bitcoin ma
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anh ta so hitu vi A la nguoi duy nhat biét khoa riéng tu ctia anh can thiét dé€ mo vi dién
tk ctia minh. Mbi nit trong mang c6 thé kiém tra chéo cac yéu cau giao dich duoc gui
tir A 1a chinh x4c hay khong bang cach giai ma thong diép yéu cau giao dich bang khoa
cong khai cua A.

Khi ma héa mdt yéu cau giao dich bang khoa riéng tw tir vi ctia ban tiic 1a ban
dang tao ra mot chit ky s6 duoc cac may tinh trong mang ludi blockchain sit dung dé
kiém tra chu thé gt va tinh xac thuc caa giao dich. Chir ky nay la mot chudi van ban
va no la két qua cua viéc két hop yéu cau giao dich va khoa riéng tu ctia ban. Néu ban
thay do6i moét ky tw don trong thong diép yéu cau giao dich nay thi cht ky dién tir sé
thay d6i theo vi vay khong co6 ké tan cong tiém tang nao cé thé thay doi yéu cau giao
dich cta ban hodc thay doi s6 lwgng bitcoin ma ban dang gui.

4. CO CHE PONG THUAN TRONG BLOCKCHAIN
4.1 CAu trac caa blockchain

Blockchain c6 cdu trtc phi tap trung. Nghia 13, co s& di liéu ctia n6 khong dua
vao cac to chire thit ba d€ quan ly va xac thuc, khong c6 kiém soat trung tam, tat ca cac
nut nhan dwoc thong tin tw kiém tra, truyén tai, va quan ly, dat sy tin twong vao cac
nut, cho phép cac nut luu triv cac giao dich trong mot khoi. Cac khdi duoc ghép néi voi
nhau tao nén mot chudi khdi (blockchain). C&u tric phi tap chung la dac diém noi bat
va quan trong nhat ctia blockchain [5].

Parent Block Parent Block Parent Block
Block Header Hash je—=i | Block Header Hash - Block Header Hash
I Transaction Counter | I Transaction Counter l | Transaction Counter |
EIREINEI N EIREIEI N E IR
Block i-1 Block 1 Block 1+1

Hinh 4. C4u trac dix liéu ctia blockchain

MBoi block trong blockchain bao gom cac thanh phan sau:

Index (Block#): Thit tw ctia block (block goc ¢ thit tw 0)
- Hash: Gia tri bam cuia block
- Previous Hash: Gia tri bam ctia block truede.

- Timestamp: Thoi gian tao ctia block;
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- Data: Thong tin lwu trit trong block;

- Nonce: Gi4 tri bién thién d€ tim ra gia tri bam thoa man yéu cau cua moi blockchain;

x Genesis Block
@ Previous Hash 0
7 Timestamp Thu, 27 Jul 2017
02:30:00 GMT
Data Welcome to

Blockchain CLI!

© Hash 0000018035a828da0..

“\ Nonce 56551

Hinh 5. Cau tric ctia block goc

Gia tri bam (Hash) sé bam toan bd cac thong tin can thiét nhuw timestamp,
previous hash, index, data, nonce.

Khi cé mét block dwoc thém vao, block mdi sé cd gia tri “Previous Hash” la gia
tri bam ctia block duoc thém truede néd. Blockchain tim kiém block duoc thém vao gan
nhat dé€ 1y gia tri index va previous hash. Block ti€p theo sé dwgc tinh nhu sau:

- Index:0+1=1; - Previous Hash: 0000018035a828da0... 9;
- Timestamp: thoi gian block dwoc tao ra; - Data: dit liéu lwu trit trong block;
- Hash: ??; - Nonce: ??;

Ta can tim gia tri “nonce” phu hop d€ c6 gia tri bam Hash thoa man diéu kién
cua blockchain. S6 luwong s6 0 & dau dwoc goi la “difficulty”.

Bfing cach luu trer dix liéu trén tat ca cac nat ctia minh, mang blockchain loai bo
cac rui ro di kem véi dit liéu duoc t chike luu tri tap trung. Trong mang khong cd cac
diém tap trung dé bi tdn thuwong cho hé théng, khong cé cac diém trung tam lam cho
hé théng dung hoat dong. Bat ky nut nao trong mang khi dimng hoat dong sé khong
anh huong dén su van hanh cua hé thong.

4.2 Nguyén ly tao khdi

Céac giao dich sau khi dwoc gti 1én trén mang ludi blockchain sé€ duwgc nhom
vao cac khdi. Cac giao dich trong cung mot khoi duoc coi 1a da xay ra cung mot luc va
cac giao dich chwa duoc thuc hién trong mot khoi duwoc coi la chua dwoc xac nhan. Mbi
nut ¢ thé nhoém cac giao dich véi nhau thanh mot khoi va gii né vao mang lwdi nhu
mot ham y cho cac khéi tiép theo duoc gan vao sau do. D& duoc thém vao blockchain,
mdi khoi phai chita mot doan ma duoc tao ra béng ham bam khong thé dao nguoc.

Trong hé thong phi tap trung (decentralized system), diém mau chot 1a lam thé
nao thong nhét dwgc ndi dung dit liéu luu trix trén blockchain. Vi ¢6 rat nhiéu nut trén
hé thong, khong thé nao dam bao rﬁng tat ca cac nat sé duoc cap nhat, luu tri dr liéu
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mot cach chinh xac. Co ché dong thuén ra doi dé dam bao diéu nay. Co thé hiéu co ché
dong thuan la “luat choi” cua hé thong. Bat ky ai tham gia déu phai tuan theo va
khong thé ¢d tinh choi sai luat.

4.3 Thuit toan dong thuin ctia Blockchain

Co ché dong thuan trong blockchain c6 thé hiéu nhw cach thirc ma moi nguwoi
quan ly trong hé théng blockchain ¢d thé dong y cho mét giao dich xay ra trong hé
thong hodc khong. Dudi day 1a mét s6 co ché dong thudn pho bién trong blockchain:

- Proof of Work (PoW): 1a co ché dong thuan phé bién nhét, duoc dung trong
bitcoin, Ethereum, Litecoin, Dogecoin va hau hét cac loai tién ma hoa. Day la co
ché€ dong thuan tiéu ton kha nhiéu dién nang. PoW la sy ghi nhan cong stic bo
ra dé€ hoan thanh cong viéc. Nut nao hoan thanh cong viéc trude thi duge quyén
thém block mdi vao blockchain. Cong viéc ¢ day 1a tim mét gia tri nonce bat ky
thoa man diéu kién nao dé.

Vi du: hash(nonce) < 000000000000000000285a375f9d33e17...

O day, hash la mot ham bam, nonce la mot gia tri ngﬁu nhién dwgc tim ra sao
cho hash(nonce) nhé hon mot ngudng nao do.

Gia tri 000000000000000000285a375f9d33e17... l1a vi du cho mot ngudng nao do.

Qua trinh tim ra gia tri nonce la mot qua trinh thtt sai. Cac nat thuong sé bat
dau véinonce= 0, 1, ..., dén khi nao gid tri hash cuanonce thoa man diéu kién
nguong.

Khi mot block méi dugce tim thay, block d6 sé duoc cong bo trén toan mang dé
cac nat khac kiém tra. Néu moi tinh toan, giao dich trong block d6 chinh x4c, cac nut sé
cap nhat vao blockchain dang lwu trix cuc b tai nat do.

- Proof of Stake (PoS): co ché dong thuan nay la mét giai phap thay thé cho PoW
trong van dé tiét kiém nang luwong boi vi no tiéu hao it nang lwgng hon va cling
kho bi tdn cong hon. PoS pho bién trong Decred, Peercoin va nhiéu loai tién ma
hoa khac. Nhiéu blockchains theo co ché dong thuan PoW ngay tir dau va dang
mudn chuyén déi dan sang PoS [10]. Vi du, ethereum dang ¢ ké hoach chuyén
tir Ethash (mot loai cia PoW) [27] cho Casper (m&t loai PoS) [28].

- Delegated Proof-of-Stake (DPoS): day la co ché€ dong thuan phé bién trong
Steemit, EOS, BitShares. Co ché dong thuan nay c6 chi phi giao dich ré; ¢ kha
nang mé rong; hiéu sudt nang lwong cao. Tuy nhién van con mang tinh chat tap
trung vi thuat toan nay lua chon nguoi dang tin cay dé€ uy quyén véi muc dich
tranh rui ro.
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Proof of Authority (PoA): Pay la co ché dong thuan phd bién thuong thay
trong POA Network, Ethereum Kovan Testnet. Co ché dong thuan nay co6 hiéu
suat cao, c6 kha nang mo rong tot.

Proof-of-Weight (PoW): Pho bién trong Algorand, Filecoin. C6 thé tuy chinh va
kha nang mé rong tot. Tuy nhién qua trinh thuc ddy viéc phat trién sé la mot
thi thach 16n.

Ripple [6] la mot thuat toan dong thuan sit dung mang con trong mot mang 16n
hon. Trong mang, cac nut dwgc chia thanh hai loai: mdy cht cho tham gia qua
trinh dong thudn va may cua khach hang chi tham gia trong van dé giao dich
tién bac. Mdi may cht quan ly mot danh sach ntit duy nhat (Unique Node List-
UNL). Khi can x4c dinh ¢6 nén dat mot giao dich vao so cai hay khong thi may
chu sé truy van cac nat trong UNL va néu cac thoa thuan nhan dwoc dat toi
80% thi giao dich sé dwgc thue hién va déng gdi vao so cai.

Tuy theo déc trung cua Blockchain nguoi thiét ké sé sit dung thuat toan dong

thuan thich hop. Nho sy ma hda, ham bam va co ché dong thuan ma Blockchain

khong thé bi tan cong, stta d6i ndi dung boi cac hacker hodc nguoi st dung.

3. KET LUAN

Blockchain da cho thdy tiém nang ctia n6 dé€ chuyén déi mot s6 hoat dong trong

nganh cong nghiép truyén thong voi cac dac diém chinh cta né: phi tap trung, khong

thé lam gia, bat bién, bao mat di liéu, minh bach va hop dong thong minh. Trong bai

bao nay, d€ c6 mot cai nhin vé ban chét ctia blockchain chung t6i khong di sau vé mot

tng dung blockchain trong cac nganh cong nghiép cu thé nao ma chi khao sat va phan

tich nén tang toan hoc va cac thuat toan chuyén sau dugc st dung dé€ tao nén cong

nghé nay.
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ABSTRACT

Blockchain technology is not only a new invention but also a combination of
theories and technologies that have existed for many years: cryptographic theory,
peer-to-peer networks and consensus algorithms in game theory. In recent years,
Blockchain Technology 3.0 has transcended the boundaries of the financial -
monetary field and diversified its penetration into various fields of social life. This
article does not present a detailed description of a blockchain application, but gives
a perspective on blockchain technology in terms of mathematical and consensus

algorithms to better understand the nature of blockchain.
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